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How to configure MAC authentication on a ProCurve switch

1. Introduction

This document describes how to configure MAC authentication using a ProCurve switch and a RADIUS server
(Microsoft IAS). The switch used in this example is an HP ProCurve Switch 5400zl, but most ProCurve switches can
be configured in the same manner.

2. Prerequisites

This procedure assumes you have an already configured RADIUS server (Microsoft IAS, on Windows Server 2003),
and have created the necessary users and groups.

3. Network diagram

Figure 1 details the configuration referenced in this section.

Windows 2003 RADIUS Server
Domain: Procurve
10.24.3.10

MAC-authentication- |
enabledports (Vid= 2, 3) "
= .

W— — ) Client (Windows, Linux...)
ProCurve Switch 5400z

10.24.3.80
Figure 1. Setup for MAC authentication

Using this topology, you will configure the clients, switch, and RADIUS server to allow access to the network via MAC
authentication. You will use two VLANSs to separate traffic between authorized and unauthorized users.

4. Configuring the ProCurve Switch 5400z|

As stated in the previous section, to keep the unauthorized and authorized traffic separate and secure, you will divide
them into two separate VLANSs. The first VLAN, ID=2, will be used to hold the unauthorized traffic. The second VLAN,
ID=3, will be used to hold the authorized traffic.

4.1 Configure the VLANSs

In order to support the authorized and unauthorized VLANs on the HP ProCurve Switch 5400zl, you need to create
the VLANSs and assign the uplink ports to the designated VLANS.

Connect to the 5400zl switch and enter the following commands:

5400z1> en
5400z1# config term

5400z1 (vlan—-1)# vlan 2
5400z1 (vlan—-2
5400z1 (vlan—-2

) # name "unauth"
)
5400z1 (vlan—2)
)
)

untag all
vlian 3

5400z1 (vlan—-3
5400z1 (vlan—-3

name "auth"

#
#
#
# ip addr 10.24.3.80/24
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4.2 Configure access to the RADIUS server

Now that you have created the VLANS, you need to tell the HP ProCurve Switch 5400zl how to authorize clients and
how to handle client traffic. Connect to the 5400zl switch and enter the following commands to tell the switch to access
a RADIUS server:

4.3 Configure the ProCurve switch for MAC authentication

After the 5400zl switch knows the address of the RADIUS server, you next restrict the security on the switch and
enable MAC authentication. Restricting the access to the switch and specifying secure communication to it is
necessary to create a secure environment.

The following steps create local usernames, set up SSL communications, and set the MAC authentication parameters
to the switch:

HP ProCurve Networking 4
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5. Configuring the RADIUS server
With the switch configured, the next step is to configure the Windows 2003 IAS RADIUS server.

5.1 Configure the policy
You first need to define a policy to allow MAC authentication to work. To configure the policy:
1. InIAS, right click “Remote Access Policies” and choose “New Remote Access Policy”. You see the New
Remote Access Policy Wizard pop up.

Internet Authentication Service (Local)
--{Z]) RADIUS Clients

m% Remote Access Logging
H ]

=0
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2. In the New Remote Access Policy Wizard, click Next. You see the Policy Configuration Method window:

New Remote Access Policy Wizard il x|

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How do you want to set up this policy?
{* LUse the wizard to set up a typical policy for a common scenario

" Set up a custom policy

Type a name that describes this policy.

Policy name: I‘w'ited MD5 Authentication
Example: Authenticate all VPN connections.

3. Inthe Policy Configuration Method window, select Use the wizard and provide a policy name (for example,
Wired MD5 Authentication). Then click Next.

4. Select Ethernet and click Next. You see a window to choose user or group access.

New Remote Access Policy Wizard ' 1 l]

User or Group Access
You can grant access to individual users, or you can grant access to selected
groups.

Grant access based on the following:

" User
User access peimissions are specified in the user account.

' Group
Individual user pemmissions ovenide group permissions.

Group name:

Hemove
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5. Select Group and click the Add button. You see the Select Groups window:

2]
Select this object type:
lG:cn.ps Object Types...
Erom this location:
|samcorp.com Locations...
Enter the object names to select (examples]:
Authorized Users Check Names
Advanced... oK Cancel
&

6. In the Enter the object names to select text box enter Authorized Users and click the Check Names button. The
group name will be validated and should show as underlined.

7. When the group name has been validated, click the OK button.

8. Select Next.

9. Verify MD5-Challenge is selected in the Type drop down box and press Next. You see the window for
Completing the New Remote Access Policy Wizard.

10. Select Finish.

11. In the Internet Authentication Service window, right-click on Internet Authentication Service (local) and select
Register Service in Active Directory.

',)‘-' Internet Authentication Service . ._J.Q.l- ﬁ'

(e Adin Vew beb J

e~ OB RARI@ |
. 2]

@ _JRADIUSChet wired MOS Authentication

&) Remote Acc Sop ey ; ; i
o 7 v Connections to Microsoft Routing and Remote ...
® "&’ Remote Acce “|Connections to other access servers

-] Connection f Properties

W N =S
.

Reqgister Server in Active Directory

12. Select OK at Register dialog box and on following boxes.

13. Right-click on the policy you just created, Wired MD5 Authentication, and select Properties.

HP ProCurve Networking
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14. Click the Edit Profile button, and select the Authentication tab. You see the screen with choices for

authentication:
Edit Dial-in Profile cd 3|
Diakin Constraints | IP | Multlink
Authentication I Encryption | Advanced

Select the authentication methods you want to allow for this connection.

¥ Microsoft Encrypted Authentication version 2 (MS-CHAP v2)
[ User can change password after it has expired
¥ Microsoft Encrypted Authentication (MS-CHAP)
[ User can change password after it has expired
[V Enciypted authentication (CHAP)
[~ Unenciypted authentication (PAP, SPAP)
-Unauthenticated access

) Allow clients to connect without negotiating an authentication
method.

OK Cancel Apply

15. In the Authentication tab, select the MS—-CHAP v2, MS-CHAP, and CHAP check boxes to turn on these
authentication methods, and click OK.

16. Select No to the Help Topic warning box.

17. Select OK at the Authentication Properties screen.

HP ProCurve Networking
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5.2 Configure IAS clients

You now need to configure the IAS server to recognize the RADIUS client and users making the requests. This means
that you need to identify the ProCurve Switch 5400zl as a RADIUS client. To do this in a Windows 2003 environment,
you add the switch to the IAS client table, as follows:

1. To load the IAS management console on the IAS server, go to Start > Programs > Administrative Tools >
Internet Authentication Service. You see the Welcome page:

" Internet Authentication Service = a4 __._Lu!_)sl
Uaton wou || ¢ » |Bl@|FRPDG |
Tree I -3
@In! ermet Authentication Service (Local) (1 Welcome to Internet Authentication

=S Service
Internet Authentication Service (IAS) performs
centralized authentication, authorization, and
accounting of users who connect to a network
using virtual private network (VPN) and dial-up
technology. 1AS implements the IETF standard
Remote Authentication Dial-in User Service

(RADIUS) protocol.

To enable the [AS server to read the remote
access properties of user accounts in the Active
Directory, on the Action merw, click Register
Service in Active Directory. 5

For more information about setting up 1AS, see
"Checklist: Configuring 1AS for dial-up and VPN
access" and "Checklist: Configuring 14S to
outsource dial-up access” in anline Help.

For more information on [AS deployment ~|

I | |
2. Right-click on RADIUS Clients and select New Client. You see the Add Client window:

nadcien

Name and Protocol
Assign a name and protocol for the client.

Type a friendly name and protocol for the client.

Friendly name: I5400$talic

Protocok |RADIUS

HP ProCurve Networking 9
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3. Inthe Add Client window, enter a name for the HP ProCurve 5400zl (for example, 5400Static) in the Friendly
name text box and click Next. You see the Add RADIUS Client window:

Add RADIUS Client s x|

Client Information
Specify information regarding the client.

Client address (IP or DNS):

|1 0.24.3.80 Verify... |
Clientendor:

|RADIUS Standard ~|

[ Client must always send the signature attribute in the request

|:x:<:xxx:

Shared secret:

Ixx::xxx:

Confirm shared secret:

< Back I Finish I Cancel

4. In the Add RADIUS Client window:

Enter the IP Address or DNS Name of the HP ProCurve Switch 5400zl (for example, 10.24.3.80).
Select RADIUS Standard as the Client-Vendor.
Enter a secret (for example, hpsecret) in the Shared secret field.

And make sure the check box next to Client must always send the signature attribute in the request is
not selected.

5. Then click Finish to complete adding the RADIUS client.

O O O O

6. Configuring users

Since the only authorization performed with MAC-Auth is verification of the MAC address, you need to define the user
machine's MAC address in the user database. With IAS, the user database is Windows Active Directory. This presents
a security issue, since the MAC address is listed as a user with the password matching the username.

To help prevent unwanted access by a machine spoofing a MAC address, you need to remove the user record from
the Domain Users group and add it to a restricted group that has access only to needed resources.

In addition to adding the MAC address as the username and password, you will need to adjust the password policy
requirements for the domain. When Windows 20003 Enterprise Server Active Directory is installed, it has a set of
policies for user passwords, and one of these can be that the password must meet complexity requirements.
Unfortunately, with MAC authentication you need to turn off complexity requirements for passwords. This reduces the
security of your passwords by disabling any password restrictions other than password length, password history, and
password age.

The following steps explain how to add a new MAC-authenticated user, configure passwords, and add the user to a
restricted group.

HP ProCurve Networking 10
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6.1 Modify the password policy
To allow MAC authentication you need to first modify the password policy in Active Directory:

1. Open the Users and Computers Manager (Start | Administrative Tools | Active Directory Users and
Computers).

2. Right-click on your domain and select Properties.

3. Select the Group Policy tab and press the Edit button.

4. Under the Computer Configuration tree, open the Windows Settings folder.
5. Open the Security Settings tree.

6. Open the Account Policies tree.

7. Click on Password Policy. You see the Group Policy Object Editor.

Ble Actin Yew teb
e OB XFB @

55’ Default Domain Polcy [ sameorp-dc. samconp.com) Pobe | Policy | Polcy Setting |
= &) Computer Configuestion BJenforce password histery 24 passwords remembered
&-(R) Scftwers Seltings BE]Marimum passveced age 42 days
= () Windows Sektings E)Mirienn password age 1 days
(£ Soets (Startup/Shutdown) 2w pastwoed kngth 7 charscters
=l P Security Settings Pasomced must meet compbesiy requrements  Enabled
= @ Account Pokces 5] Store passwords using revershie encryption. Ensbiled Froprbioe

i S8 Aocount Lockout Policy
w9 Kerberos Pocy
#- #g) Local Polices
# de) Everk Log
+ @ restricted Groups
% &) System Services
@) Registry
+ 20 Fle System
3 Wireless Network (IEEE B02.11) Police:
- ) Public Key Policies
® ] Software Restriction Pobcies
# M, 1P Security Pobciss on Active Directory
@ ] Administrative Terrplates
= 'ﬂ User Configueation
& ] Scftware Settings
= ) Windows Settings
% ] Admirestrative Terplates

« | )

1Opens property sheet for the cument: selection,

[

8. Right-click on Password must meet complexity requirements in the Policy pane and select Properties.
9. Select the Disabled radio button and click the OK button.
10. Press Alt—-F4 to close the Group Policy Object Editor.

11. At the domain Properties window, select the OK button.

HP ProCurve Networking
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6.2 Manually update Group Policy
Now you force Windows Active Directory to update Group Policy.

1. Open a command prompt window (Start | Run, type cmd and press OK).

2. At the command prompt type gpupdate and hit Return.

3. At the command prompt type exit and hit Return to close the command window.

6.3 Add the new MAC user
Now you can add the new MAC user to Windows Active Directory:

1.

2.

Under the domain, Select the Users organizational unit.

In the toolbar, click on the New User icon to create a new user. You see the first page of the New Object -
User wizard.

New Object - User I x|

g Create in:  samcorp.com/Users

First name: [authpe Initials: |

Last name: |

Full name: Iauthpc

User logon name:;
;EIUchd1 cfe3 ]@Samcurp_cum _ﬂ

User logon name [pre-wWindows 2000
IS.bMCIJF!P\ ]DDchtH cfe32

e Back I Next > I Cancel

In the New Object - User first page:

o Enter the machine name (for example, authpc) in the First Name field.
o Enter the machine’s MAC address in the User logon name field.
Then click the Next button. You see the second page of the New Object - User wizard.

In the second page:

o Deselect the User must change password at next logon check box.
o Check the Password never expires check box.

o Enter the MAC Address of the client (for example, 000bcd1cfe32) in the Password and Confirm
password text boxes.

Then click the Next button.

Click the Finish button.

HP ProCurve Networking 12
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6.4 Create a new group for the user
Next, you create a new restricted group:
1. Click on the New Group icon in the toolbar to create a new group.

2. Enter Restricted Users in the Group name field. In addition:

o Make sure Global is chosen for the Group scope.
o Make sure Security is chosen for the Group type.
Then click the OK button.

3. Double-click on the user you just created (authpc) to see the Properties tabs for this user, and select the

Member Of tab.
2(x
Remaote control | Teminal Services Profile | COM+

General | Address ] Account ] Profile | Telephones | Organization
Member Of I Dialin | Environment [ Sessions

Member of
_Name | Active Directory Folder

Domain Users samcorp.com/L sers

Add.. I Bemave |

Primary group: Domain Users

et Prmary Group | Thete is no need to change Primaty group unless
you have Macintosh clients or POSIEX-compliant
applications.

oK Cancel Epply

I
0
=

4. Select the Add button.

5. In the Enter the object names to select, type Authorized Users and press the Check Names button.

6. Select the OK button.

7. Click once on the Authorized Users group and select the Set Primary Group button.

HP ProCurve Networking
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10.

11.

12.

Highlight Domain Users in the Member of list and select the Remove button. This step removes the user from
the Domain Users group.

Select Yes to the Remove user from group message box.

Select the Account tab, and select the Store password using reversible encryption check box in the Account
options scroll box.

Select the Dial-In tab, and select the Allow access radio button in the Remote Access Permission (Dial-in or
VPN) group box.

Select the OK button to save your changes.

Remember to add the Authorized Users group to all resources you want this machine to have access to.

7. Reference documents

This concludes the procedure for configuring MAC authentication.
For further information about how to configure ProCurve switches to support security, please refer to the following

links:

For user manuals for ProCurve 3500yl-5400zI-8212zl switches:
http://www.hp.com/rnd/support/manuals/3500-6200-5400-ChapterFiles.htm

For ProCurve Switch 2610 series manuals:
http://www.hp.com/rnd/support/manuals/2610.htm

For PCM+ and IDM manuals:
http://www.hp.com/rnd/support/manuals/ProCurve-Manager.htm

http://www.hp.com/rnd/support/manuals/IDM.htm

For further information, please visit www.procurve.eu
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